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3 June 1975

STAT
MEMORANDUM FOR:

Chief, DDI Executive Staff

SUBJECT: Draft Bill on Security Clagsification

1. This memorandum is in responge to your memorandum of 21
Mey requesting comments on certain aspects of a draft bill concern-
ing "classification and declassification of official informetion
in the interest of nationsl defenge."

2. PFirst of all, I would note that in my opinion the gubject
draft is very poorly written, in fact so poorly that in some places
1t is diffiecult or even impossible to tell exactly what 1s intended.
Neediess to say, this complicetes the task of addressing the spscirfic
question which the OLC has sgked us to address.

3. In my comments below I go & bit beyond the specific metters
nentioned in your memorandum. You may of course ignore the added
points; but possibly there may be en item or two whaich you will wish
to consider mentioning.

b, With regard to the feagibility and workability of the pro-
visions of subsection (¢)(!t) of the draft (mp. 8-12): Much of this
subsection does not appear to aiffer greatly from vwhat is now on
the books. In genersl at lesgt the rrovisions appear workable.

8. In fact, subscetion (e)(4)(F) would seem %o provide a great
deal of Tlexibility--though I am not at all sure how far
one could teke the dlstincticn between "cIaswifying” -snd

e o

lacing identification markings on material...to indicate

the category of classification.” A very large percentage
of classified DDI documents are classified because they
contain material drawn from, or are bagad on material con-
tained in, documents classified by others; the draft would
seem to allov these DDI dociumients o be "marked" rather
then "classified.™ (Tt mey be noted that the draft's later
provisions on declassification provide for "declagsifying”
but not for "demarking.")

b. Subsection (e)(4)(G) provides for punishment of those who
violate the provisions of (c¢)(4). My copy does not have
the opening words of (e)(4)(G), but the words T have suggest
the possibility of punighment without trial/hearing and
without right of appesl.
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c. Subsection (e)(4)(B) calls for compilation and maintensnce,
"except 28 otherwise provided by statute," of lists of
names of those authorized to clasgify; and then submisslon
of these ligts to those specified upon thelr request. As
drafted, the words "except as oﬁherwise provided by statute"
do not pertain to the sentence provida for the provision of
the 1ists to those Epeciried in the subsection. This could
pose & problem.

5. With regerd to the adequacy of the criteria for clsssifica-
tion for the protection of DDI material (pp. 12-27): In my opinion,
the ceriteris in subsection (d) are not an adequate guide for claesi-
Tication, and I doubt that they (especilally in conjunction with the
later provisions on declassification) would adequately protect in-
telligence information.

a. The language of thls part of the draft is too imprecisge.
The introductory part of subsection (d) seys the use of
classgification authority will be "stFictly Iimited” by the
criteria given, but the criteris given are not precise
enough to be "strictly" appiied. Thggghrase specific de-
tails" i used frequently throughout this subsectich, but

it is not defined, and yet obviously it can be interpreted
in many ways. '

b. "Intelligence sources and methods" is mentioned explicitly
only in subsection (d)(1)(D) among criteris for Top Secret
classirication, ‘and there with this phrasing: "...contains
gpecific detalls econcering intelligence gathering operations
of the Unlted States, including...intelligence sources eand
methods, ineluding the identity of persons engaged in covert
ectivitieg abroad on behalf of the United States." The
lenguage here is not clear to me. Do the words mesn that
"gpecific detalls" of "intelligence sources and methods"
must include "the identity of persons engaged..." in order
to qualify for a classifiecation here?

¢. Subsection (d)(1)(F) refers to "information required by
other gtatutes to be protected.” The drefters may in fact
have deliberately used the phraseoclogy as given here. In
any case, I would at lemsst question the adequacy of the
language from the Agency's point of view. I note thet some
statutes (e.g., CIA act, section 6; NSA act) Permit certatm .
informetion to be withireld, but do notf"reqpi the with-
holding of it. o

d. Subsection (d4)(4) covers material furnished by foreign
governments, international organizations, etc. This sectlon
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6.

geems to be baglenlly all right, except for the important
Tact that anything classified less than Top Secret would,
80 far ag I can meke out from the later parts of the aralt,
be subject to automatic declassification. This clearly

poses problems for the handling of foreign liaison material

and certain other materials.

With regard to the adequecy of subsection (e) to protect

DDI material: This subsection does not appear to me to be adequate.

8.

Ce

Subsection (¢)(8) seems to be saying that Top Secret mat-
erial would be automaticslly downgraded provided it is
determined that it contains Top Secret material; presumably
it is intended to sey that Top Secret material will not be
subject to automatic declassification if an authorized per-
son seys 1t conteins materisl still covered by the Top
Secret criteria.

In any case the draft appesrs to say that only Top Secret
meterial would be protected from automatic downgrading.  Lif
thet is what 15 meant, then surely the Top Secret classi-
fication would become, I imagine » the equivalent of the ,
present Secret.

The procedures called for in subsection (e)(9) could hardly
fail to become burdensome, perhaps truly unworkable--unless
perhaps the drafters of the bill really mean that there

are not many things at all that should be withheld, or wless
it is assumed that in fact it would come about that the pro-
visions would in large part be "observed in the breach."

T. My comments above are to some extent conditioned by my under-
standing of intelligence and classification and control in the world
of government in which I work. This of course affects my views on
what 1s workable and what ig adequate. As I have already indicated

in my paregreph 6.c above, it is possible that the drafters are teking
& greatly different perspective. Even if that is so ; however, I think
they have underestimated the problem.
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